
Electronic signature

Signed by

Kittelsen, Frode
(Identity verified with BankID Mobil (NO))

Date and time (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

16.06.2023 10.29.11
Date of birth

1962-01-04
Signature method

BankID Mobil (NO)

Signed by

Max Bertil Gustaf Carlsén
(Identity verified with BankID (SE))

Date and time (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

19.06.2023 12.54.49
Date of birth

1991-04-19
Signature method

BankID (SE)

Signed by

PÅL BRUU
(Identity verified with BankID (SE))

Date and time (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

16.06.2023 11.12.09
Date of birth

1969-10-08
Signature method

BankID (SE)

Signed by

Petter Torp
(Identity verified with BankID (SE))

Date and time (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

16.06.2023 15.27.22
Date of birth

1955-11-01
Signature method

BankID (SE)

Signed by

PETER JAKOBSSON
(Identity verified with BankID (SE))

Date and time (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

16.06.2023 10.27.54
Date of birth

1969-06-11
Signature method

BankID (SE)

Signed by

Aasland, Arne Harry
(Identity verified with BankID (NO))

Date and time (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

19.06.2023 12.05.56
Date of birth

1964-12-28



Signature method

BankID (NO)



Norsk Bildelsenter AS

ÅPENHETSLOVEN
Rapport pr 30. juni, 2023



GENERELT
• Norsk Bildelsenter AS (Bildeler.no) er et norsk selskap, etablert i 1990.

• Vi er lokalisert med kontor, lager og butikk på Lierskogen i Lier kommune.
• Vi selger bildeler til det norske forbruker- og verksted markedet. 

• Salget foregår via vår nettbutikk og fysiske butikk samt oppsøkende salg.
• Produktene produseres i Asia, USA og Europa.

• Våre leverandører er i all hovedsak europeiske, med Danmark og Tyskland som størst
• Logistikk og Varedistribusjon er en vesentlig del av vår virksomhet.

• Våre viktigste samarbeidspartnere her er; Bluewater, Bring, Postnord og Apollo Bud
• Våre kontrakter følger bransje standarder
• Vi har arbeidet med aktsomhetsvurderinger i henhold til OECD`s retningslinjer siden 

1.1.2022. Åpenhetsloven og plan for arbeid med denne ble behandlet og godkjent i 
styremøte 14.12.2022. Daglig leder har det overordnede ansvar for loven med 
oppfølging av arbeidet og rapportering. Fokus for arbeidet er å fremme vår egen og våre 
leverandørers respekt for menneskerettigheter og anstendige arbeidsforhold.



VÅRE AKTSOMHETSVURDERINGER – METODE, FUNN og TILTAK
• Aktsomhetsvurderinger i Norge
• Vi vurderer risikoen ved virksomheten som svært lav, og har ikke vurdert noen tiltak, nå. 

• Vi har de siste 2-3 år fokusert spesielt på å øke andelen medarbeidere av «underrepresenterte» 
grupper 

• Vi gjennomfører anonyme medarbeiderundersøkelser hvert kvartal. Disse har ikke avdekket brudd.

• Aktsomhetsvurderinger utenfor Norge
• Vi har vurdert våre leverandører ut fra kriterier som omsetning, risikoområde basert på 

ITUC`s indeks og vår egen Suppplier Code of Conduct. Ut fra dette har vi sendt ut 
spørreskjema med relevante spørsmål. Vi har også gjennomført egne fabrikkbesøk. 
Basert på tilbakemeldinger så har vi ikke sett noen grunn til å iverksette tiltak. 
• Vi registrerer at leverandørene har ulik praksis på området. Svarene vi har fått er tilfredsstillende og 

tyder på at menneskerettigheter tas på alvor. Det er betryggende å se at mange gjennomfører 
bedriftsbesøk som en del av oppfølgingen. 



[
  {
    "SignerId": "a0b4a8bf-8f8d-4bef-bd75-b023008b2fbc",
    "SignerName": "Kittelsen, Frode",
    "DateOfBirth": "1962-01-04",
    "EacceptMethodUniqueId": "9578-5994-4-527421",
    "HandwrittenSignature": null,
    "EacceptMethod": "BankID Mobil (NO)",
    "EacceptMethodRaw": "no_bankid_mobile",
    "IsSmsOtp": false,
    "ShowNameIsManuallyEnteredBySignerLabel": false,
    "SignedTime": "2023-06-16T08:29:11.460542Z",
    "Events": [
      {
        "Environment": {
          "SigningServer": null,
          "SigningClient": {
            "PKIProvider": null,
            "UserAgent": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",
            "OS": "Mac OS X 10.15.7",
            "IP": "185.168.75.66",
            "Platform": null
          },
          "HostServer": {
            "DNS": "sign-api.idfy.io",
            "OS": "Microsoft Windows NT 10.0.14393.0",
            "IP": "10.161.78.89",
            "NET_VERSION": null,
            "MachineName": "RD28187894A6DA"
          }
        },
        "Signature": [],
        "Events": [
          {
            "Name": "document-created",
            "TimeStamp": "2023-06-16T08:26:45.7448388Z",
            "Data": [
              {
                "value": "Created by API (https://sign-api.idfy.io/api/documents)",
                "key": "description"
              },
              {
                "value": "13.80.180.75",
                "key": "Server-IP"
              },
              {
                "value": "p3b4e9e3b521f45728806cf41e564c55a",
                "key": "Oauth2-ClientId"
              }
            ]
          },
          {
            "Name": "link-clicked",
            "TimeStamp": "2023-06-16T08:27:10.5517674Z",
            "Data": [
              {
                "value": "User clicked link sent in Email to: frode@bildeler.no",
                "key": "description"
              },
              {
                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",
                "key": "user-agent"
              },
              {
                "value": "185.168.75.66",
                "key": "client-ip"
              },
              {
                "value": "a0b4a8bf-8f8d-4bef-bd75-b023008b2fbc",
                "key": "signer-id"
              },
              {
                "value": "identification",
                "key": "mechanism"
              },
              {
                "value": "off",
                "key": "auth-before-sign-mechanism"
              }
            ]
          },
          {
            "Name": "read-document-4c2e6c79-69cd-46c3-85a4-b023008b2f92",
            "TimeStamp": "2023-06-16T08:27:12.4746441Z",
            "Data": [
              {
                "value": "NUn/+lc27g3h5J6p5hVyT9DkLsAiJsmToYzVftvnJJ4=",
                "key": "document-hash-sha-256"
              },
              {
                "value": "Rapport Åpenhetsloven",
                "key": "document-title"
              },
              {
                "value": "4c2e6c79-69cd-46c3-85a4-b023008b2f92",
                "key": "document-id"
              },
              {
                "value": "pdfjs 2.14.305",
                "key": "pdf-viewer"
              },
              {
                "value": "User viewed document in pdfViewer",
                "key": "description"
              },
              {
                "value": "185.168.75.66",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "init-eaccept-auth",
            "TimeStamp": "2023-06-16T08:28:38.3678561Z",
            "Data": [
              {
                "value": "User has to accept/sign the document(s) with specified authentication methods",
                "key": "description"
              },
              {
                "value": "NoBankidMobile",
                "key": "authentication-method"
              },
              {
                "value": "0a1c55a690b74bf38a19b023008bb3ab",
                "key": "authentication-session-id"
              },
              {
                "value": "185.168.75.66",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "Id-event: Session Created",
            "TimeStamp": "2023-06-16T08:28:38Z",
            "Data": [
              {
                "value": "191.235.161.110",
                "key": "ipAddress"
              },
              {
                "value": "https://id-api.idfy.io/sessions?accountId=58359031-4bed-4cbd-b7b7-577afbf2debd",
                "key": "requestUrl"
              },
              {
                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "Id-event: User Initiated",
            "TimeStamp": "2023-06-16T08:28:39Z",
            "Data": [
              {
                "value": "185.168.75.66",
                "key": "ipAddress"
              },
              {
                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",
                "key": "userAgent"
              }
            ]
          },
          {
            "Name": "Id-event: Norwegian BankID Mobile Session Created",
            "TimeStamp": "2023-06-16T08:28:50Z",
            "Data": [
              {
                "value": "90518405",
                "key": "mobile"
              },
              {
                "value": "040162",
                "key": "dateOfBirth"
              },
              {
                "value": "UiRM9ZvHOSZIhEHVdGoFz8yap04=",
                "key": "transactionRef"
              },
              {
                "value": "USTEMT HYGGE",
                "key": "merchantRef"
              },
              {
                "value": "185.168.75.66",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "Id-event: Norwegian BankID Mobile Initiated",
            "TimeStamp": "2023-06-16T08:28:50Z",
            "Data": [
              {
                "value": "90518405",
                "key": "mobile"
              },
              {
                "value": "040162",
                "key": "dateOfBirth"
              },
              {
                "value": "UiRM9ZvHOSZIhEHVdGoFz8yap04=",
                "key": "transactionRef"
              },
              {
                "value": "USTEMT HYGGE",
                "key": "merchantRef"
              },
              {
                "value": "185.168.75.66",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "Id-event: Norwegian BankID Mobile Success",
            "TimeStamp": "2023-06-16T08:29:10Z",
            "Data": [
              {
                "value": "9578-5994-4-527421",
                "key": "providerId"
              },
              {
                "value": "185.168.75.66",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "eaccept-authsession-success",
            "TimeStamp": "2023-06-16T08:29:11.5788455Z",
            "Data": [
              {
                "value": "User has successfully authed",
                "key": "description"
              },
              {
                "value": "0a1c55a690b74bf38a19b023008bb3ab",
                "key": "authentication-sessionId"
              },
              {
                "value": "NoBankidMobile",
                "key": "authentication-method"
              },
              {
                "value": "9578-5994-4-527421",
                "key": "auth-response-unique-id"
              },
              {
                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",
                "key": "signing-certificate"
              },
              {
                "value": "185.168.75.66",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "eaccept-sign-success",
            "TimeStamp": "2023-06-16T08:29:11.5889462Z",
            "Data": [
              {
                "value": "User has successfully used eaccept to sign the document",
                "key": "description"
              },
              {
                "value": "identification",
                "key": "mechanism"
              },
              {
                "value": "185.168.75.66",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",
                "key": "user-agent"
              }
            ]
          }
        ]
      }
    ],
    "MergeFieldData": {
      "DateOfBirth": "1962-01-04"
    },
    "EidLogo": null,
    "NameIsManuallyEnteredBySigner": false
  },
  {
    "SignerId": "f925da3f-cd71-4a46-8de4-b023008b2fbc",
    "SignerName": "Max Bertil Gustaf Carlsén",
    "DateOfBirth": "1991-04-19",
    "EacceptMethodUniqueId": "199104195954",
    "HandwrittenSignature": null,
    "EacceptMethod": "BankID (SE)",
    "EacceptMethodRaw": "se_bankid",
    "IsSmsOtp": false,
    "ShowNameIsManuallyEnteredBySignerLabel": false,
    "SignedTime": "2023-06-19T10:54:49.3699885Z",
    "Events": [
      {
        "Environment": {
          "SigningServer": null,
          "SigningClient": {
            "PKIProvider": null,
            "UserAgent": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/114.0.1823.46 Version/16.0 Mobile/15E148 Safari/604.1",
            "OS": "iOS 16.2",
            "IP": "199.94.1.204",
            "Platform": null
          },
          "HostServer": {
            "DNS": "sign-api.idfy.io",
            "OS": "Microsoft Windows NT 10.0.14393.0",
            "IP": "10.147.248.131",
            "NET_VERSION": null,
            "MachineName": "RD281878947437"
          }
        },
        "Signature": [],
        "Events": [
          {
            "Name": "document-created",
            "TimeStamp": "2023-06-16T08:26:45.7448388Z",
            "Data": [
              {
                "value": "Created by API (https://sign-api.idfy.io/api/documents)",
                "key": "description"
              },
              {
                "value": "13.80.180.75",
                "key": "Server-IP"
              },
              {
                "value": "p3b4e9e3b521f45728806cf41e564c55a",
                "key": "Oauth2-ClientId"
              }
            ]
          },
          {
            "Name": "signature-process-started",
            "TimeStamp": "2023-06-19T10:54:32.324345Z",
            "Data": [
              {
                "value": "User is redirected to the service",
                "key": "description"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/114.0.1823.46 Version/16.0 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              },
              {
                "value": "199.94.1.204",
                "key": "client-ip"
              },
              {
                "value": "f925da3f-cd71-4a46-8de4-b023008b2fbc",
                "key": "signer-id"
              },
              {
                "value": "identification",
                "key": "mechanism"
              },
              {
                "value": "off",
                "key": "auth-before-sign-mechanism"
              }
            ]
          },
          {
            "Name": "read-document-4c2e6c79-69cd-46c3-85a4-b023008b2f92",
            "TimeStamp": "2023-06-19T10:54:33.4428957Z",
            "Data": [
              {
                "value": "NUn/+lc27g3h5J6p5hVyT9DkLsAiJsmToYzVftvnJJ4=",
                "key": "document-hash-sha-256"
              },
              {
                "value": "Rapport Åpenhetsloven",
                "key": "document-title"
              },
              {
                "value": "4c2e6c79-69cd-46c3-85a4-b023008b2f92",
                "key": "document-id"
              },
              {
                "value": "pdfjs 2.14.305",
                "key": "pdf-viewer"
              },
              {
                "value": "User viewed document in pdfViewer",
                "key": "description"
              },
              {
                "value": "199.94.1.204",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/114.0.1823.46 Version/16.0 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "init-eaccept-auth",
            "TimeStamp": "2023-06-19T10:54:38.3402684Z",
            "Data": [
              {
                "value": "User has to accept/sign the document(s) with specified authentication methods",
                "key": "description"
              },
              {
                "value": "SeBankid",
                "key": "authentication-method"
              },
              {
                "value": "30b448f0f0a1421f8789b02600b3cd3f",
                "key": "authentication-session-id"
              },
              {
                "value": "199.94.1.204",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/114.0.1823.46 Version/16.0 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "Id-event: Session Created",
            "TimeStamp": "2023-06-19T10:54:38Z",
            "Data": [
              {
                "value": "191.235.161.110",
                "key": "ipAddress"
              },
              {
                "value": "https://id-api.idfy.io/sessions?accountId=58359031-4bed-4cbd-b7b7-577afbf2debd",
                "key": "requestUrl"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/114.0.1823.46 Version/16.0 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "Id-event: User Initiated",
            "TimeStamp": "2023-06-19T10:54:40Z",
            "Data": [
              {
                "value": "199.94.1.204",
                "key": "ipAddress"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/114.0.1823.46 Version/16.0 Mobile/15E148 Safari/604.1",
                "key": "userAgent"
              }
            ]
          },
          {
            "Name": "Id-event: Swedish BankID Initiated",
            "TimeStamp": "2023-06-19T10:54:43Z",
            "Data": [
              {
                "value": "199.94.1.204",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/114.0.1823.46 Version/16.0 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "Id-event: Swedish BankID Success",
            "TimeStamp": "2023-06-19T10:54:48Z",
            "Data": [
              {
                "value": "199104195954",
                "key": "providerId"
              },
              {
                "value": "199.94.1.204",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/114.0.1823.46 Version/16.0 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "eaccept-authsession-success",
            "TimeStamp": "2023-06-19T10:54:49.4128103Z",
            "Data": [
              {
                "value": "User has successfully authed",
                "key": "description"
              },
              {
                "value": "30b448f0f0a1421f8789b02600b3cd3f",
                "key": "authentication-sessionId"
              },
              {
                "value": "SeBankid",
                "key": "authentication-method"
              },
              {
                "value": "199104195954",
                "key": "auth-response-unique-id"
              },
              {
                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",
                "key": "signing-certificate"
              },
              {
                "value": "199.94.1.204",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/114.0.1823.46 Version/16.0 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "eaccept-sign-success",
            "TimeStamp": "2023-06-19T10:54:49.423167Z",
            "Data": [
              {
                "value": "User has successfully used eaccept to sign the document",
                "key": "description"
              },
              {
                "value": "identification",
                "key": "mechanism"
              },
              {
                "value": "199.94.1.204",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/114.0.1823.46 Version/16.0 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              }
            ]
          }
        ]
      }
    ],
    "MergeFieldData": {
      "DateOfBirth": "1991-04-19"
    },
    "EidLogo": null,
    "NameIsManuallyEnteredBySigner": false
  },
  {
    "SignerId": "7b038ee7-fdd4-46dd-8bee-b023008b2fbc",
    "SignerName": "PÅL BRUU",
    "DateOfBirth": "1969-10-08",
    "EacceptMethodUniqueId": "196910084133",
    "HandwrittenSignature": null,
    "EacceptMethod": "BankID (SE)",
    "EacceptMethodRaw": "se_bankid",
    "IsSmsOtp": false,
    "ShowNameIsManuallyEnteredBySignerLabel": false,
    "SignedTime": "2023-06-16T09:12:09.3693701Z",
    "Events": [
      {
        "Environment": {
          "SigningServer": null,
          "SigningClient": {
            "PKIProvider": null,
            "UserAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",
            "OS": "Windows 10",
            "IP": "94.191.136.102",
            "Platform": null
          },
          "HostServer": {
            "DNS": "sign-api.idfy.io",
            "OS": "Microsoft Windows NT 10.0.14393.0",
            "IP": "10.161.78.89",
            "NET_VERSION": null,
            "MachineName": "RD28187894A6DA"
          }
        },
        "Signature": [],
        "Events": [
          {
            "Name": "document-created",
            "TimeStamp": "2023-06-16T08:26:45.7448388Z",
            "Data": [
              {
                "value": "Created by API (https://sign-api.idfy.io/api/documents)",
                "key": "description"
              },
              {
                "value": "13.80.180.75",
                "key": "Server-IP"
              },
              {
                "value": "p3b4e9e3b521f45728806cf41e564c55a",
                "key": "Oauth2-ClientId"
              }
            ]
          },
          {
            "Name": "link-clicked",
            "TimeStamp": "2023-06-16T09:11:11.0259112Z",
            "Data": [
              {
                "value": "User clicked link sent in Email to: pal.bruu@porsbro.se",
                "key": "description"
              },
              {
                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",
                "key": "user-agent"
              },
              {
                "value": "94.191.136.102",
                "key": "client-ip"
              },
              {
                "value": "7b038ee7-fdd4-46dd-8bee-b023008b2fbc",
                "key": "signer-id"
              },
              {
                "value": "identification",
                "key": "mechanism"
              },
              {
                "value": "off",
                "key": "auth-before-sign-mechanism"
              }
            ]
          },
          {
            "Name": "read-document-4c2e6c79-69cd-46c3-85a4-b023008b2f92",
            "TimeStamp": "2023-06-16T09:11:13.6114687Z",
            "Data": [
              {
                "value": "NUn/+lc27g3h5J6p5hVyT9DkLsAiJsmToYzVftvnJJ4=",
                "key": "document-hash-sha-256"
              },
              {
                "value": "Rapport Åpenhetsloven",
                "key": "document-title"
              },
              {
                "value": "4c2e6c79-69cd-46c3-85a4-b023008b2f92",
                "key": "document-id"
              },
              {
                "value": "pdfjs 2.14.305",
                "key": "pdf-viewer"
              },
              {
                "value": "User viewed document in pdfViewer",
                "key": "description"
              },
              {
                "value": "94.191.136.102",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "init-eaccept-auth",
            "TimeStamp": "2023-06-16T09:11:47.5214211Z",
            "Data": [
              {
                "value": "User has to accept/sign the document(s) with specified authentication methods",
                "key": "description"
              },
              {
                "value": "SeBankid",
                "key": "authentication-method"
              },
              {
                "value": "ed76bf490858488dbdd8b02300978dd3",
                "key": "authentication-session-id"
              },
              {
                "value": "94.191.136.102",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "Id-event: Session Created",
            "TimeStamp": "2023-06-16T09:11:47Z",
            "Data": [
              {
                "value": "191.235.161.110",
                "key": "ipAddress"
              },
              {
                "value": "https://id-api.idfy.io/sessions?accountId=58359031-4bed-4cbd-b7b7-577afbf2debd",
                "key": "requestUrl"
              },
              {
                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "Id-event: User Initiated",
            "TimeStamp": "2023-06-16T09:11:50Z",
            "Data": [
              {
                "value": "94.191.136.102",
                "key": "ipAddress"
              },
              {
                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",
                "key": "userAgent"
              }
            ]
          },
          {
            "Name": "Id-event: Swedish BankID Initiated",
            "TimeStamp": "2023-06-16T09:11:53Z",
            "Data": [
              {
                "value": "94.191.136.102",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "Id-event: Swedish BankID Success",
            "TimeStamp": "2023-06-16T09:12:08Z",
            "Data": [
              {
                "value": "196910084133",
                "key": "providerId"
              },
              {
                "value": "94.191.136.102",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "eaccept-authsession-success",
            "TimeStamp": "2023-06-16T09:12:09.4020204Z",
            "Data": [
              {
                "value": "User has successfully authed",
                "key": "description"
              },
              {
                "value": "ed76bf490858488dbdd8b02300978dd3",
                "key": "authentication-sessionId"
              },
              {
                "value": "SeBankid",
                "key": "authentication-method"
              },
              {
                "value": "196910084133",
                "key": "auth-response-unique-id"
              },
              {
                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",
                "key": "signing-certificate"
              },
              {
                "value": "94.191.136.102",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "eaccept-sign-success",
            "TimeStamp": "2023-06-16T09:12:09.4068138Z",
            "Data": [
              {
                "value": "User has successfully used eaccept to sign the document",
                "key": "description"
              },
              {
                "value": "identification",
                "key": "mechanism"
              },
              {
                "value": "94.191.136.102",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",
                "key": "user-agent"
              }
            ]
          }
        ]
      }
    ],
    "MergeFieldData": {
      "DateOfBirth": "1969-10-08"
    },
    "EidLogo": null,
    "NameIsManuallyEnteredBySigner": false
  },
  {
    "SignerId": "4f5cfe18-1d94-4a33-bee8-b023008b2fbc",
    "SignerName": "Petter Torp",
    "DateOfBirth": "1955-11-01",
    "EacceptMethodUniqueId": "195511010372",
    "HandwrittenSignature": null,
    "EacceptMethod": "BankID (SE)",
    "EacceptMethodRaw": "se_bankid",
    "IsSmsOtp": false,
    "ShowNameIsManuallyEnteredBySignerLabel": false,
    "SignedTime": "2023-06-16T13:27:22.9875972Z",
    "Events": [
      {
        "Environment": {
          "SigningServer": null,
          "SigningClient": {
            "PKIProvider": null,
            "UserAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.43",
            "OS": "Windows 10",
            "IP": "85.231.25.126",
            "Platform": null
          },
          "HostServer": {
            "DNS": "sign-api.idfy.io",
            "OS": "Microsoft Windows NT 10.0.14393.0",
            "IP": "10.161.78.89",
            "NET_VERSION": null,
            "MachineName": "RD28187894A6DA"
          }
        },
        "Signature": [],
        "Events": [
          {
            "Name": "document-created",
            "TimeStamp": "2023-06-16T08:26:45.7448388Z",
            "Data": [
              {
                "value": "Created by API (https://sign-api.idfy.io/api/documents)",
                "key": "description"
              },
              {
                "value": "13.80.180.75",
                "key": "Server-IP"
              },
              {
                "value": "p3b4e9e3b521f45728806cf41e564c55a",
                "key": "Oauth2-ClientId"
              }
            ]
          },
          {
            "Name": "link-clicked",
            "TimeStamp": "2023-06-16T13:26:21.6984571Z",
            "Data": [
              {
                "value": "User clicked link sent in Email to: petter.torp@outlook.com",
                "key": "description"
              },
              {
                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.43",
                "key": "user-agent"
              },
              {
                "value": "85.231.25.126",
                "key": "client-ip"
              },
              {
                "value": "4f5cfe18-1d94-4a33-bee8-b023008b2fbc",
                "key": "signer-id"
              },
              {
                "value": "identification",
                "key": "mechanism"
              },
              {
                "value": "off",
                "key": "auth-before-sign-mechanism"
              }
            ]
          },
          {
            "Name": "read-document-4c2e6c79-69cd-46c3-85a4-b023008b2f92",
            "TimeStamp": "2023-06-16T13:26:23.4225176Z",
            "Data": [
              {
                "value": "NUn/+lc27g3h5J6p5hVyT9DkLsAiJsmToYzVftvnJJ4=",
                "key": "document-hash-sha-256"
              },
              {
                "value": "Rapport Åpenhetsloven",
                "key": "document-title"
              },
              {
                "value": "4c2e6c79-69cd-46c3-85a4-b023008b2f92",
                "key": "document-id"
              },
              {
                "value": "pdfjs 2.14.305",
                "key": "pdf-viewer"
              },
              {
                "value": "User viewed document in pdfViewer",
                "key": "description"
              },
              {
                "value": "85.231.25.126",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.43",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "init-eaccept-auth",
            "TimeStamp": "2023-06-16T13:26:32.3803939Z",
            "Data": [
              {
                "value": "User has to accept/sign the document(s) with specified authentication methods",
                "key": "description"
              },
              {
                "value": "SeBankid",
                "key": "authentication-method"
              },
              {
                "value": "6015253f293b4ccbae1bb02300dd85bf",
                "key": "authentication-session-id"
              },
              {
                "value": "85.231.25.126",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.43",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "Id-event: Session Created",
            "TimeStamp": "2023-06-16T13:26:32Z",
            "Data": [
              {
                "value": "191.235.161.110",
                "key": "ipAddress"
              },
              {
                "value": "https://id-api.idfy.io/sessions?accountId=58359031-4bed-4cbd-b7b7-577afbf2debd",
                "key": "requestUrl"
              },
              {
                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.43",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "Id-event: User Initiated",
            "TimeStamp": "2023-06-16T13:26:34Z",
            "Data": [
              {
                "value": "85.231.25.126",
                "key": "ipAddress"
              },
              {
                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.43",
                "key": "userAgent"
              }
            ]
          },
          {
            "Name": "Id-event: Swedish BankID Initiated",
            "TimeStamp": "2023-06-16T13:26:51Z",
            "Data": [
              {
                "value": "85.231.25.126",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.43",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "Id-event: Swedish BankID Success",
            "TimeStamp": "2023-06-16T13:27:22Z",
            "Data": [
              {
                "value": "195511010372",
                "key": "providerId"
              },
              {
                "value": "85.231.25.126",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.43",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "eaccept-authsession-success",
            "TimeStamp": "2023-06-16T13:27:23.012436Z",
            "Data": [
              {
                "value": "User has successfully authed",
                "key": "description"
              },
              {
                "value": "6015253f293b4ccbae1bb02300dd85bf",
                "key": "authentication-sessionId"
              },
              {
                "value": "SeBankid",
                "key": "authentication-method"
              },
              {
                "value": "195511010372",
                "key": "auth-response-unique-id"
              },
              {
                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",
                "key": "signing-certificate"
              },
              {
                "value": "85.231.25.126",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.43",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "eaccept-sign-success",
            "TimeStamp": "2023-06-16T13:27:23.0188457Z",
            "Data": [
              {
                "value": "User has successfully used eaccept to sign the document",
                "key": "description"
              },
              {
                "value": "identification",
                "key": "mechanism"
              },
              {
                "value": "85.231.25.126",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.43",
                "key": "user-agent"
              }
            ]
          }
        ]
      }
    ],
    "MergeFieldData": {
      "DateOfBirth": "1955-11-01"
    },
    "EidLogo": null,
    "NameIsManuallyEnteredBySigner": false
  },
  {
    "SignerId": "c497c6f5-ff94-45f1-8227-b023008b2fbc",
    "SignerName": "PETER JAKOBSSON",
    "DateOfBirth": "1969-06-11",
    "EacceptMethodUniqueId": "196906110017",
    "HandwrittenSignature": null,
    "EacceptMethod": "BankID (SE)",
    "EacceptMethodRaw": "se_bankid",
    "IsSmsOtp": false,
    "ShowNameIsManuallyEnteredBySignerLabel": false,
    "SignedTime": "2023-06-16T08:27:54.3684894Z",
    "Events": [
      {
        "Environment": {
          "SigningServer": null,
          "SigningClient": {
            "PKIProvider": null,
            "UserAgent": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5 Mobile/15E148 Safari/604.1",
            "OS": "iOS 16.5",
            "IP": "217.213.72.140",
            "Platform": null
          },
          "HostServer": {
            "DNS": "sign-api.idfy.io",
            "OS": "Microsoft Windows NT 10.0.14393.0",
            "IP": "10.147.248.131",
            "NET_VERSION": null,
            "MachineName": "RD281878947437"
          }
        },
        "Signature": [],
        "Events": [
          {
            "Name": "document-created",
            "TimeStamp": "2023-06-16T08:26:45.7448388Z",
            "Data": [
              {
                "value": "Created by API (https://sign-api.idfy.io/api/documents)",
                "key": "description"
              },
              {
                "value": "13.80.180.75",
                "key": "Server-IP"
              },
              {
                "value": "p3b4e9e3b521f45728806cf41e564c55a",
                "key": "Oauth2-ClientId"
              }
            ]
          },
          {
            "Name": "link-clicked",
            "TimeStamp": "2023-06-16T08:27:36.5459261Z",
            "Data": [
              {
                "value": "User clicked link sent in Email to: peter.jakobsson@silverfish.se",
                "key": "description"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              },
              {
                "value": "217.213.72.140",
                "key": "client-ip"
              },
              {
                "value": "c497c6f5-ff94-45f1-8227-b023008b2fbc",
                "key": "signer-id"
              },
              {
                "value": "identification",
                "key": "mechanism"
              },
              {
                "value": "off",
                "key": "auth-before-sign-mechanism"
              }
            ]
          },
          {
            "Name": "read-document-4c2e6c79-69cd-46c3-85a4-b023008b2f92",
            "TimeStamp": "2023-06-16T08:27:37.7016559Z",
            "Data": [
              {
                "value": "NUn/+lc27g3h5J6p5hVyT9DkLsAiJsmToYzVftvnJJ4=",
                "key": "document-hash-sha-256"
              },
              {
                "value": "Rapport Åpenhetsloven",
                "key": "document-title"
              },
              {
                "value": "4c2e6c79-69cd-46c3-85a4-b023008b2f92",
                "key": "document-id"
              },
              {
                "value": "pdfjs 2.14.305",
                "key": "pdf-viewer"
              },
              {
                "value": "User viewed document in pdfViewer",
                "key": "description"
              },
              {
                "value": "217.213.72.140",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "init-eaccept-auth",
            "TimeStamp": "2023-06-16T08:27:42.0067055Z",
            "Data": [
              {
                "value": "User has to accept/sign the document(s) with specified authentication methods",
                "key": "description"
              },
              {
                "value": "SeBankid",
                "key": "authentication-method"
              },
              {
                "value": "adfcc4e0ecfc44c5873db023008b7194",
                "key": "authentication-session-id"
              },
              {
                "value": "217.213.72.140",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "Id-event: Session Created",
            "TimeStamp": "2023-06-16T08:27:41Z",
            "Data": [
              {
                "value": "191.235.161.5",
                "key": "ipAddress"
              },
              {
                "value": "https://id-api.idfy.io/sessions?accountId=58359031-4bed-4cbd-b7b7-577afbf2debd",
                "key": "requestUrl"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "Id-event: User Initiated",
            "TimeStamp": "2023-06-16T08:27:43Z",
            "Data": [
              {
                "value": "217.213.72.140",
                "key": "ipAddress"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5 Mobile/15E148 Safari/604.1",
                "key": "userAgent"
              }
            ]
          },
          {
            "Name": "Id-event: Swedish BankID Initiated",
            "TimeStamp": "2023-06-16T08:27:46Z",
            "Data": [
              {
                "value": "217.213.72.140",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "Id-event: Swedish BankID Success",
            "TimeStamp": "2023-06-16T08:27:53Z",
            "Data": [
              {
                "value": "196906110017",
                "key": "providerId"
              },
              {
                "value": "217.213.72.140",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "eaccept-authsession-success",
            "TimeStamp": "2023-06-16T08:27:54.4047739Z",
            "Data": [
              {
                "value": "User has successfully authed",
                "key": "description"
              },
              {
                "value": "adfcc4e0ecfc44c5873db023008b7194",
                "key": "authentication-sessionId"
              },
              {
                "value": "SeBankid",
                "key": "authentication-method"
              },
              {
                "value": "196906110017",
                "key": "auth-response-unique-id"
              },
              {
                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",
                "key": "signing-certificate"
              },
              {
                "value": "217.213.72.140",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "eaccept-sign-success",
            "TimeStamp": "2023-06-16T08:27:54.4120177Z",
            "Data": [
              {
                "value": "User has successfully used eaccept to sign the document",
                "key": "description"
              },
              {
                "value": "identification",
                "key": "mechanism"
              },
              {
                "value": "217.213.72.140",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              }
            ]
          }
        ]
      }
    ],
    "MergeFieldData": {
      "DateOfBirth": "1969-06-11"
    },
    "EidLogo": null,
    "NameIsManuallyEnteredBySigner": false
  },
  {
    "SignerId": "7c48c1ed-27dd-48f6-942f-b023008b2fbc",
    "SignerName": "Aasland, Arne Harry",
    "DateOfBirth": "1964-12-28",
    "EacceptMethodUniqueId": "9578-5999-4-1795013",
    "HandwrittenSignature": null,
    "EacceptMethod": "BankID (NO)",
    "EacceptMethodRaw": "no_bankid_netcentric",
    "IsSmsOtp": false,
    "ShowNameIsManuallyEnteredBySignerLabel": false,
    "SignedTime": "2023-06-19T10:05:56.6026307Z",
    "Events": [
      {
        "Environment": {
          "SigningServer": null,
          "SigningClient": {
            "PKIProvider": null,
            "UserAgent": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Mobile/15E148 Safari/604.1",
            "OS": "iOS 15.6.1",
            "IP": "77.18.54.117",
            "Platform": null
          },
          "HostServer": {
            "DNS": "sign-api.idfy.io",
            "OS": "Microsoft Windows NT 10.0.14393.0",
            "IP": "10.147.248.131",
            "NET_VERSION": null,
            "MachineName": "RD281878947437"
          }
        },
        "Signature": [],
        "Events": [
          {
            "Name": "document-created",
            "TimeStamp": "2023-06-16T08:26:45.7448388Z",
            "Data": [
              {
                "value": "Created by API (https://sign-api.idfy.io/api/documents)",
                "key": "description"
              },
              {
                "value": "13.80.180.75",
                "key": "Server-IP"
              },
              {
                "value": "p3b4e9e3b521f45728806cf41e564c55a",
                "key": "Oauth2-ClientId"
              }
            ]
          },
          {
            "Name": "link-clicked",
            "TimeStamp": "2023-06-19T10:04:42.242661Z",
            "Data": [
              {
                "value": "User clicked link sent in Email to: info@sportstunet.no",
                "key": "description"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              },
              {
                "value": "77.18.54.117",
                "key": "client-ip"
              },
              {
                "value": "7c48c1ed-27dd-48f6-942f-b023008b2fbc",
                "key": "signer-id"
              },
              {
                "value": "identification",
                "key": "mechanism"
              },
              {
                "value": "off",
                "key": "auth-before-sign-mechanism"
              }
            ]
          },
          {
            "Name": "read-document-4c2e6c79-69cd-46c3-85a4-b023008b2f92",
            "TimeStamp": "2023-06-19T10:04:44.149572Z",
            "Data": [
              {
                "value": "NUn/+lc27g3h5J6p5hVyT9DkLsAiJsmToYzVftvnJJ4=",
                "key": "document-hash-sha-256"
              },
              {
                "value": "Rapport Åpenhetsloven",
                "key": "document-title"
              },
              {
                "value": "4c2e6c79-69cd-46c3-85a4-b023008b2f92",
                "key": "document-id"
              },
              {
                "value": "pdfjs 2.14.305",
                "key": "pdf-viewer"
              },
              {
                "value": "User viewed document in pdfViewer",
                "key": "description"
              },
              {
                "value": "77.18.54.117",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "init-eaccept-auth",
            "TimeStamp": "2023-06-19T10:04:49.6118605Z",
            "Data": [
              {
                "value": "User has to accept/sign the document(s) with specified authentication methods",
                "key": "description"
              },
              {
                "value": "NoBankidNetcentric",
                "key": "authentication-method"
              },
              {
                "value": "695cf1d2ff204492a3acb02600a61ed7",
                "key": "authentication-session-id"
              },
              {
                "value": "77.18.54.117",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "Id-event: Session Created",
            "TimeStamp": "2023-06-19T10:04:49Z",
            "Data": [
              {
                "value": "191.235.161.5",
                "key": "ipAddress"
              },
              {
                "value": "https://id-api.idfy.io/sessions?accountId=58359031-4bed-4cbd-b7b7-577afbf2debd",
                "key": "requestUrl"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "Id-event: User Initiated",
            "TimeStamp": "2023-06-19T10:04:50Z",
            "Data": [
              {
                "value": "77.18.54.117",
                "key": "ipAddress"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Mobile/15E148 Safari/604.1",
                "key": "userAgent"
              }
            ]
          },
          {
            "Name": "Id-event: Norwegian BankID Session Created",
            "TimeStamp": "2023-06-19T10:04:51Z",
            "Data": [
              {
                "value": "5tqmZjs02KsvdnPR",
                "key": "clientId"
              },
              {
                "value": "l5ntDSEDMyA3it27i3acrPetv58i",
                "key": "traceId"
              },
              {
                "value": "77.18.54.117",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "Id-event: Norwegian BankID Initiated",
            "TimeStamp": "2023-06-19T10:04:53Z",
            "Data": [
              {
                "value": "77.18.54.117",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "Id-event: Norwegian BankID Success",
            "TimeStamp": "2023-06-19T10:05:55Z",
            "Data": [
              {
                "value": "9578-5999-4-1795013",
                "key": "providerId"
              },
              {
                "value": "77.18.54.117",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "eaccept-authsession-success",
            "TimeStamp": "2023-06-19T10:05:56.6501545Z",
            "Data": [
              {
                "value": "User has successfully authed",
                "key": "description"
              },
              {
                "value": "695cf1d2ff204492a3acb02600a61ed7",
                "key": "authentication-sessionId"
              },
              {
                "value": "NoBankidNetcentric",
                "key": "authentication-method"
              },
              {
                "value": "9578-5999-4-1795013",
                "key": "auth-response-unique-id"
              },
              {
                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",
                "key": "signing-certificate"
              },
              {
                "value": "77.18.54.117",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              }
            ]
          },
          {
            "Name": "eaccept-sign-success",
            "TimeStamp": "2023-06-19T10:05:56.6583505Z",
            "Data": [
              {
                "value": "User has successfully used eaccept to sign the document",
                "key": "description"
              },
              {
                "value": "identification",
                "key": "mechanism"
              },
              {
                "value": "77.18.54.117",
                "key": "client-ip"
              },
              {
                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Mobile/15E148 Safari/604.1",
                "key": "user-agent"
              }
            ]
          }
        ]
      }
    ],
    "MergeFieldData": {
      "DateOfBirth": "1964-12-28"
    },
    "EidLogo": null,
    "NameIsManuallyEnteredBySigner": false
  }
]
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           Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.43
           Windows 10
           85.231.25.126
        
         
           sign-api.idfy.io
           Microsoft Windows NT 10.0.14393.0
           10.161.78.89
           RD28187894A6DA
        
      
       
       
         
           document-created
           2023-06-16T08:26:45.7448388Z
           
             Created by API (https://sign-api.idfy.io/api/documents)
             13.80.180.75
             p3b4e9e3b521f45728806cf41e564c55a
          
        
         
           link-clicked
           2023-06-16T13:26:21.6984571Z
           
             User clicked link sent in Email to: petter.torp@outlook.com
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.43
             85.231.25.126
             4f5cfe18-1d94-4a33-bee8-b023008b2fbc
             identification
             off
          
        
         
           read-document-4c2e6c79-69cd-46c3-85a4-b023008b2f92
           2023-06-16T13:26:23.4225176Z
           
             NUn/+lc27g3h5J6p5hVyT9DkLsAiJsmToYzVftvnJJ4=
             Rapport Åpenhetsloven
             4c2e6c79-69cd-46c3-85a4-b023008b2f92
             pdfjs 2.14.305
             User viewed document in pdfViewer
             85.231.25.126
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.43
          
        
         
           init-eaccept-auth
           2023-06-16T13:26:32.3803939Z
           
             User has to accept/sign the document(s) with specified authentication methods
             SeBankid
             6015253f293b4ccbae1bb02300dd85bf
             85.231.25.126
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.43
          
        
         
           Id-event: Session Created
           2023-06-16T13:26:32Z
           
             191.235.161.110
             https://id-api.idfy.io/sessions?accountId=58359031-4bed-4cbd-b7b7-577afbf2debd
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.43
          
        
         
           Id-event: User Initiated
           2023-06-16T13:26:34Z
           
             85.231.25.126
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.43
          
        
         
           Id-event: Swedish BankID Initiated
           2023-06-16T13:26:51Z
           
             85.231.25.126
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.43
          
        
         
           Id-event: Swedish BankID Success
           2023-06-16T13:27:22Z
           
             195511010372
             85.231.25.126
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.43
          
        
         
           eaccept-authsession-success
           2023-06-16T13:27:23.012436Z
           
             User has successfully authed
             6015253f293b4ccbae1bb02300dd85bf
             SeBankid
             195511010372
             -----BEGIN CERTIFICATE----------END CERTIFICATE-----
             85.231.25.126
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.43
          
        
         
           eaccept-sign-success
           2023-06-16T13:27:23.0188457Z
           
             User has successfully used eaccept to sign the document
             identification
             85.231.25.126
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.43
          
        
      
    
     
       
         
           Mozilla/5.0 (iPhone; CPU iPhone OS 16_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5 Mobile/15E148 Safari/604.1
           iOS 16.5
           217.213.72.140
        
         
           sign-api.idfy.io
           Microsoft Windows NT 10.0.14393.0
           10.147.248.131
           RD281878947437
        
      
       
       
         
           document-created
           2023-06-16T08:26:45.7448388Z
           
             Created by API (https://sign-api.idfy.io/api/documents)
             13.80.180.75
             p3b4e9e3b521f45728806cf41e564c55a
          
        
         
           link-clicked
           2023-06-16T08:27:36.5459261Z
           
             User clicked link sent in Email to: peter.jakobsson@silverfish.se
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5 Mobile/15E148 Safari/604.1
             217.213.72.140
             c497c6f5-ff94-45f1-8227-b023008b2fbc
             identification
             off
          
        
         
           read-document-4c2e6c79-69cd-46c3-85a4-b023008b2f92
           2023-06-16T08:27:37.7016559Z
           
             NUn/+lc27g3h5J6p5hVyT9DkLsAiJsmToYzVftvnJJ4=
             Rapport Åpenhetsloven
             4c2e6c79-69cd-46c3-85a4-b023008b2f92
             pdfjs 2.14.305
             User viewed document in pdfViewer
             217.213.72.140
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5 Mobile/15E148 Safari/604.1
          
        
         
           init-eaccept-auth
           2023-06-16T08:27:42.0067055Z
           
             User has to accept/sign the document(s) with specified authentication methods
             SeBankid
             adfcc4e0ecfc44c5873db023008b7194
             217.213.72.140
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5 Mobile/15E148 Safari/604.1
          
        
         
           Id-event: Session Created
           2023-06-16T08:27:41Z
           
             191.235.161.5
             https://id-api.idfy.io/sessions?accountId=58359031-4bed-4cbd-b7b7-577afbf2debd
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5 Mobile/15E148 Safari/604.1
          
        
         
           Id-event: User Initiated
           2023-06-16T08:27:43Z
           
             217.213.72.140
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5 Mobile/15E148 Safari/604.1
          
        
         
           Id-event: Swedish BankID Initiated
           2023-06-16T08:27:46Z
           
             217.213.72.140
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5 Mobile/15E148 Safari/604.1
          
        
         
           Id-event: Swedish BankID Success
           2023-06-16T08:27:53Z
           
             196906110017
             217.213.72.140
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5 Mobile/15E148 Safari/604.1
          
        
         
           eaccept-authsession-success
           2023-06-16T08:27:54.4047739Z
           
             User has successfully authed
             adfcc4e0ecfc44c5873db023008b7194
             SeBankid
             196906110017
             -----BEGIN CERTIFICATE----------END CERTIFICATE-----
             217.213.72.140
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5 Mobile/15E148 Safari/604.1
          
        
         
           eaccept-sign-success
           2023-06-16T08:27:54.4120177Z
           
             User has successfully used eaccept to sign the document
             identification
             217.213.72.140
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5 Mobile/15E148 Safari/604.1
          
        
      
    
     
       
         
           Mozilla/5.0 (iPhone; CPU iPhone OS 15_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Mobile/15E148 Safari/604.1
           iOS 15.6.1
           77.18.54.117
        
         
           sign-api.idfy.io
           Microsoft Windows NT 10.0.14393.0
           10.147.248.131
           RD281878947437
        
      
       
       
         
           document-created
           2023-06-16T08:26:45.7448388Z
           
             Created by API (https://sign-api.idfy.io/api/documents)
             13.80.180.75
             p3b4e9e3b521f45728806cf41e564c55a
          
        
         
           link-clicked
           2023-06-19T10:04:42.242661Z
           
             User clicked link sent in Email to: info@sportstunet.no
             Mozilla/5.0 (iPhone; CPU iPhone OS 15_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Mobile/15E148 Safari/604.1
             77.18.54.117
             7c48c1ed-27dd-48f6-942f-b023008b2fbc
             identification
             off
          
        
         
           read-document-4c2e6c79-69cd-46c3-85a4-b023008b2f92
           2023-06-19T10:04:44.149572Z
           
             NUn/+lc27g3h5J6p5hVyT9DkLsAiJsmToYzVftvnJJ4=
             Rapport Åpenhetsloven
             4c2e6c79-69cd-46c3-85a4-b023008b2f92
             pdfjs 2.14.305
             User viewed document in pdfViewer
             77.18.54.117
             Mozilla/5.0 (iPhone; CPU iPhone OS 15_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Mobile/15E148 Safari/604.1
          
        
         
           init-eaccept-auth
           2023-06-19T10:04:49.6118605Z
           
             User has to accept/sign the document(s) with specified authentication methods
             NoBankidNetcentric
             695cf1d2ff204492a3acb02600a61ed7
             77.18.54.117
             Mozilla/5.0 (iPhone; CPU iPhone OS 15_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Mobile/15E148 Safari/604.1
          
        
         
           Id-event: Session Created
           2023-06-19T10:04:49Z
           
             191.235.161.5
             https://id-api.idfy.io/sessions?accountId=58359031-4bed-4cbd-b7b7-577afbf2debd
             Mozilla/5.0 (iPhone; CPU iPhone OS 15_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Mobile/15E148 Safari/604.1
          
        
         
           Id-event: User Initiated
           2023-06-19T10:04:50Z
           
             77.18.54.117
             Mozilla/5.0 (iPhone; CPU iPhone OS 15_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Mobile/15E148 Safari/604.1
          
        
         
           Id-event: Norwegian BankID Session Created
           2023-06-19T10:04:51Z
           
             5tqmZjs02KsvdnPR
             l5ntDSEDMyA3it27i3acrPetv58i
             77.18.54.117
             Mozilla/5.0 (iPhone; CPU iPhone OS 15_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Mobile/15E148 Safari/604.1
          
        
         
           Id-event: Norwegian BankID Initiated
           2023-06-19T10:04:53Z
           
             77.18.54.117
             Mozilla/5.0 (iPhone; CPU iPhone OS 15_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Mobile/15E148 Safari/604.1
          
        
         
           Id-event: Norwegian BankID Success
           2023-06-19T10:05:55Z
           
             9578-5999-4-1795013
             77.18.54.117
             Mozilla/5.0 (iPhone; CPU iPhone OS 15_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Mobile/15E148 Safari/604.1
          
        
         
           eaccept-authsession-success
           2023-06-19T10:05:56.6501545Z
           
             User has successfully authed
             695cf1d2ff204492a3acb02600a61ed7
             NoBankidNetcentric
             9578-5999-4-1795013
             -----BEGIN CERTIFICATE----------END CERTIFICATE-----
             77.18.54.117
             Mozilla/5.0 (iPhone; CPU iPhone OS 15_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Mobile/15E148 Safari/604.1
          
        
         
           eaccept-sign-success
           2023-06-19T10:05:56.6583505Z
           
             User has successfully used eaccept to sign the document
             identification
             77.18.54.117
             Mozilla/5.0 (iPhone; CPU iPhone OS 15_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Mobile/15E148 Safari/604.1
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